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You are implementing a routing protocol configuration that uses split-horizon. Where would you use the ip 
split-horizon command? 

Select the best answer. 

A. In user mode 
B. In enable mode 
C. In global configuration mode 
D. In interface configuration mode 
E. In line configuration mode 

Answer: B 
Explanation B: The route command is used to modify the UNIX routing table. The syntax of this command may 
vary in different UNIX flavors, but the command will be the same. 
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One of your routers uses RIP version 1. You need to configure it for RIP version 2. Which command will you use? 

Select the best answer. 

  A. version 
  B. maximum-paths 
  C. passive-interface 
  D. neighbor 
  E. router rip 2 

Which command would you use on a UNIX system to configure it with a default gateway? 

Select the best answer. 

  A. lanscan 
  B. route 
  C. ifconfig 
  D. arp 
  E. nbtstat 

Answer: B  
Explanation B: The route command is used to modify the UNIX routing table. The syntax of this command may 
vary in different UNIX flavors, but the command will be the same. 

 Answer: A 
Explanation A: The version command is used to configure the RIP version that a router will use to send  routing 
updates. RIP v.1 uses broadcast updates, while RIP v.2 defaults to using multicast updates.  In addition, RIP v.2 also 
supports authentication and VLSM. 
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Due to security reasons, you want to disable the CDP protocol on a router. Your router has multiple interfaces. 
The issuance of which single command will completely disable CDP? 

Select the best answer. 

  A. cdp disable 
  B. no cdp enable 
  C. no cdp run 
  D. shutdown cdp 
  E. no ip routing 

You want to create a new VLAN with ID 20 on a Cisco 2950 switch. Which commands will you use, starting from 
privileged exec mode? 

Select the best answer. 

  A. configure terminal create vlan id 20 
  B. vlan database vlan 20 exit 
  C. configure terminal add vlan 20 end 
  D. configure terminal vlan database vlan 20 exit 

Question 4

Answer: C 
Explanation C: This is the correct command. This single command, issued in global configuration mode, allows 
you to completely disable CDP processing on any router interface. 

Answer: B 
Explanation B: This is the correct command sequence. The vlan command needs to be invoked from global 
configuration mode, specifying a vlan number (ID). After the invocation, config-vlan mode will be entered. If no 
other configuration is required, the end command finishes VLAN configuration. 
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Which trunking protocols can you use on a trunk link between two Cisco switches? 

Select the best two answers. 

  A. PPP 
  B. ISL 
  C. 802.1x 
  D. 802.11 
  E. 802.1Q 

You are monitoring the STP operation of your switch. Which of the following spanning-tree port states would allow 
traffic to be sent and received on the port? 

Select the best answer. 

  A. Listening 
  B. Learning 
  C. Blocking 
  D. Forwarding 
  E. Disabled 

Question 6CCNA Crash Quiz

Question 7CCNA Crash Quiz

Answers: B, E  
Explanation B: ISL is a Cisco proprietary protocol used for trunking between switches. This protocol should only be 
used when trunking between Cisco devices.      
Explanation E: The 802.1Q protocol is an IEEE standard for trunking between switches. This protocol is supported 
by most of the switch vendors, including Cisco. It can be used in heterogeneous environments. 

Answer: D  
Explanation D: An interface in forwarding state will forward frames. In addition, this interface will learn addresses 
from frames it receives. BPDUs will be examined.
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One of your colleagues is not familiar with the Cisco IOS CLI. She tries to install a new router. She interrupts the 
initial configuration dialog, and tries to configure the device without success. Now she is calling you and asking 
whether she can start the initial configuration dialog again and use it to configure the device. What does she 
need to do? 

Select the best answer. 

  A. Issue the initial-dialog command. 
  B. Issue the initial-config command. 
  C. Issue the configure network command. 
  D. Issue the install command. 
  E. Issue the setup command. 

You want to assign a management IP address to a Cisco Catalyst switch. What are the three ways of doing this? 

Select the three best answers. 

  A. RARP 
  B. DHCP 
  C. Switch initial system configuration dialog 
  D. Use the switch CLI 
  E. Download the configuration through HTTP 

Answers: B, C, D 
Explanation B: DHCP provides configuration information to Internet hosts and internetworking devices. This 
protocol can provide both IP addresses, and IP configuration settings to DHCP client devices. 
Explanation C: You can use the switch initial system configuration dialog. If a switch boots up and it does not find 
a valid configuration, it will invoke the setup command. 
Explanation D: As with most Cisco© devices, you can use the CLI interface and assign specific configuration 
information to the switch. Most of the advanced users prefer this approach.

Answer: E  
Explanation E: Anytime a router boots up and doesn’t find a valid system configuration file, it will prompt the user 
to enter the initial system configuration dialog. This is useful for administrators that are unfamiliar with the router 
CLI. You can always reinvoke the initial system configuration dialog by issuing the setup command.
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You want to create a backup of your router IOS image to a network server. Which command will you use? 

Select the best answer. 

  A. copy startup-config tftp 
  B. copy running-config tftp 
  C. backup image tftp 
  D. copy flash tftp 
  E. copy flash http 

You want to apply a specific configuration file to a router the next time the router restarts. You don’t want to apply 
the configuration to the current settings that the router is using. Which command will you use? 

Select the best answer. 

  A. copy tftp running-config 
  B. copy tftp startup-config 
  C. copy tftp flash 
  D. copy tftp rommon 
  E. copy tftp boot-config 

Answer: D  
Explanation D: This is the correct command. The system image file is stored in flash. If you don’t explicitly specify 
the filename, you will be prompted about it. You will also be prompted for TFTP server parameters. 

Answer: B  
Explanation B: This is the correct command. The file startup-config, located in NVRAM is used by the router to 
load configuration information every time the system is restarted. If you modify the contents of this file, changes 
will normally take effect after the next restart.

Question 10CCNA Crash Quiz

Question 11CCNA Crash Quiz

http://www.preplogic.com
http://www.preplogic.com
http://www.preplogic.com
http://www.preplogic.com


PrepLogic                                                                                                                                                                                     1.800.418.6789   |    www.preplogic.com

PrepLogic                                                                                                                                                                                     1.800.418.6789   |    www.preplogic.com

You are configuring one of your switches to support a server connected to a FastEthernet port with fixed speed and 
duplex settings. Which commands can you use? 

Select two answers. 

  A. databits 
  B. stopbits 
  C. speed 
  D. clock rate 
  E. duplex 

You are implementing a routing protocol configuration that uses passive interfaces. Where would you apply the 
passive-interface command? 

Select the best answer. 

  A. In user mode 
  B. In enable mode 
  C. In global configuration mode 
  D. In interface configuration mode 
  E. In router configuration mode 

 

Question 12CCNA Crash Quiz

Question 13CCNA Crash Quiz

Answers: C, E  
Explanation C: The speed command is used to specify the bandwidth for a particular port. Speed is normally fixed 
when the device to which the port connects is known. Usually the highest possible speed is selected.  
Explanation E: This command is used to specify duplex operation for a particular switch port. Enabling full duplex 
is recommended in a switched environment, as this configuration allows for higher transmission rates, and lower 
collisions (as it uses a point-to-point link).

Answer: E  
Explanation E: To allow different routing protocols to use different passive interfaces, the passive-interface 
command is applied in router configuration mode for each routing protocol. 
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You want to modify the frequency that CDP messages are sent by your router. Which command can you use? 

Select the best answer. 

  A. cdp run 
  B. cdp message 
  C. cdp neighbor 
  D. cdp enable 
  E. cdp timer 

Which commands allow you to enter VLAN configuration mode to create, modify, or delete VLANs on a Catalyst 
2950 switch? 

Select the two best answers. 

  A. switch# vlan database 
  B. switch# vlan configuration 
  C. switch# vlan management 
  D. switch (config)# vlan vlan-id 
  E. switch (config)# virtual-lans 

Question 14CCNA Crash Quiz
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Answers: A, D 
Explanation A: You can use the vlan database command in privileged exec mode to manage the vlan.dat file that 
contains VLAN configurations. You do this by using VLAN configuration mode.  
Explanation D: Another option for managing VLANs on a Catalyst 2950 switch is using the VLAN command in 
global configuration mode. This will change the CLI to VLAN configuration mode. 

Answer: E  
Explanation E: You can use the cdp timer command to specify the frequency that a router will transmit CDP 
update messages to neighbor devices. By default, CDP messages are sent every 60 seconds. 

http://www.preplogic.com
http://www.preplogic.com
http://www.preplogic.com
http://www.preplogic.com


PrepLogic                                                                                                                                                                                     1.800.418.6789   |    www.preplogic.com

PrepLogic                                                                                                                                                                                     1.800.418.6789   |    www.preplogic.com

You are interconnecting two Cisco Ethernet Layer 2 switches by means of their uplink ports. Which type of cable 
should you use? 

Select the best answer. 

  A. A Cisco Rollover RJ-45 cable 
  B. A Cisco Crossover RJ-45 cable 
  C. A null modem cable 
  D. A Straight-through RJ-45 cable 
  E. An ISDN BRI S/T RJ-45 cable 

 

Which of the following Ethernet standards support full duplex transmission? 

Select the three best answers. 

  A. 10Base-T 
  B. 100Base-TX 
  C. 100Base-T4 
  D. 100Base-T2 

Question 16CCNA Crash Quiz

Question 17CCNA Crash Quiz

Answer: B  
Explanation B: This cable is normally used to interconnect switches and, in general, any two devices that reside on 
the same OSI layer. This type of cable connects transmit pins to receive pins, and vice versa. 

Answers: A, B, D
Explanation A: This Ethernet standard supports full duplex operation.
Explanation B: This Ethernet standard supports full duplex operation.
Explanation D: This Ethernet standard supports full duplex operation.
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You are installing 50 new switches in your internetwork, and you want them to acquire their initial IP configuration 
by means of DHCP. Which DHCP options can you provide to these switches? 
 
Select the four best answers. 

  A. IP address 
  B. Subnet mask 
  C. DNS server 
  D. WINS server 
  E. Default gateway 

You are configuring a Catalyst 2950 connection to a user workstation that does not support auto-negotiation. 
This switch is configured for full duplex operation. Which command will you use? 

Select the best answer. 

  A. speed auto duplex full 
  B. speed auto duplex half 
  C. speed 10 duplex auto 
  D. speed 10 duplex full 
  E. speed auto duplex auto 

Answers: A, B, C, E 
Explanation A: You can provide a switch with an IP address by means of DHCP. This IP address can be used to 
manage the switch over the network by means of telnet, a web browser, or SNMP. 
Explanation B: Besides IP address configuration, DHCP also provides subnet mask information, used in 
conjunction with the IP address. 
Explanation C: Although not commonly used, you can provide your routers and switches with the address of a 
DNS server using DHCP. This allows you to use and resolve hostnames while you are working in the CLI.  
Explanation E: You can provide a switch with a default gateway for management purposes. This mostly concerns 
layer 2 switch management. Layer 3 switches will normally use their own routing table to route packets. 

Answer: D  
Explanation D: This command will set both speed and duplex to fixed values. It is recommended that these values 
be fixed when connecting to devices that do not support auto-negotiation.
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You are statically assigning a switch port to a VLAN on a Cisco Catalyst 2950 switch. A user workstation will be 
connected to this port. Which command will you use starting in interface configuration mode? 

Select the best answer. 

  A. switchport mode access switchport access vlan 20 
  B. switchport mode trunk switchport access vlan 20 
  C. switchport port-security 
  D. switchport use vlan 20 
  E. vlan 20 

Which of the following is true about Ethernet Full Duplex operation? 

Select the three best answers. 

  A. It requires point-to-point links. 
  B. It is not standard. 
  C. Full-duplex provides for collision-free operation. 
  D. There is no need to schedule retransmissions. 

Question 20CCNA Crash Quiz

Question 21CCNA Crash Quiz

Answer: A 
Explanation A: This is the correct set of commands you need to use to statically configure a switch port as a 
member of a specified VLAN. The switchport mode access command specifies that the port will be used as a layer 
2 access port. The switchport access vlan command specifies VLAN membership. 

Answers: A, C, D 
Explanation A: Full-duplex transmission requires point-to-point links. A point-to-point link guarantees that there is 
no media contention, so that media can always be used by the device to transfer data without causing collisions.  
Explanation C: Full-duplex transmission requires point-to-point links. A point-to-point link guarantees that there is 
no media contention, so that media can always be used by the device to transfer data without causing collisions. 
Explanation D: As there are no collisions, frame retransmission is not necessary. This simple fact contributes to full-
duplex operation as a high-performance, high-reliability technology.
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You want to be able to remotely connect to a switch and manage it. Which set of commands can you use on the 
switch to manually assign it an IP address? 

Select the best answer. 

  A. management-ip 192.168.2.1 
  B. interface vlan 20 ip address 192.168.2.1 255.255.255.0 
  C. ip management-addess 192.168.2.1 
  D. ip access-list 
  E. You can’t assign a management IP address manually. 

You are configuring a Cisco Catalyst 2950 switch for connectivity to a user workstation that does not support link 
speed and duplex auto-negotiation. Where would you apply the speed and duplex configuration commands? 

Select the best answer. 

  A. In privileged EXEC mode 
  B. In Global configuration mode 
  C. In VLAN configuration mode 
  D. In Interface configuration mode 
  E. In line configuration mode 

Question 22CCNA Crash Quiz

Question 23CCNA Crash Quiz

Answer: D 
Explanation D: Link speed and duplex are interface-specific settings, and they need to be applied to each 
interface that requires them, using Interface configuration mode.

Answer: B  
Explanation B: This is the correct set of commands. VLANs are represented as layer 3 interfaces in the Cisco 
Catalyst IOS, and you assign VLANs IP addresses as you would any other layer 3 interface.
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You are configuring your RIP router. You want a particular interface to only listen to routes advertised by other 
routers. You don’t want any advertisements sent from this interface. Which command can you use to configure 
this behavior? 

Select the best answer. 

  A. no updates 
  B. no ip routing 
  C. ip split-horizon 
  D. passive-interface 
  E. ip rip triggered 

 

What is the significance of the network command in Router configuration mode for RIP? 

Select the two best answers. 

  A. It specifies route summarization. 
  B. It specifies the autonomous system used by RIP. 
  C. It specifies whether the network is broadcast or NBMA. 
  D. It is used to enable the RIP protocol on specific router interfaces. 
  E. It is used to advertise specific networks in the RIP routing process. 

Question 24CCNA Crash Quiz

Question 25CCNA Crash Quiz

Answer: D  
Explanation D: This command configures an interface as per the above requirements. Passive interfaces take part 
in the routing process; however, they are silent and don’t generate any routing updates. 

Answers: D, E  
Explanation D: This command has a twofold function: it enables the RIP protocol on all the interfaces that belong 
to the specified network, and it includes the specified network in outgoing updates to neighbors. 
Explanation E: This command has a twofold function: it enables the RIP protocol on all the interfaces that belong 
to the specified network, and it includes the specified network in outgoing updates to neighbors. 
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Which command is used to configure a subnet mask on a router interface? 

Select the best answer. 

  A. subnet-mask 
  B. ip mask-reply 
  C. ip subnet-mask 
  D. ip address 

You are configuring your router for CDP. You want your router to discard CDP neighbors that haven’t sent CDP 
updates for more than five minutes. Which command can you use to specify this? 

Select the best answer. 

  A. cdp run 
  B. cdp ttl 
  C. cdp holdtime 
  D. cdp enable 
  E. cdp timer 

Question 26CCNA Crash Quiz

Question 27CCNA Crash Quiz

Answer: D  
Explanation D: This single command allows you to configure both an IP address and a subnet mask on a 
particular router interface. You need to issue the same command and reassign the IP address if you only need to 
modify the subnet mask. 

Answer: C 
Explanation C: By default, CDP records are kept for 180 seconds, and if no update is received by the neighbor for 
that period, the neighbor record is discarded. You can use the cdp holdtime command to modify this behavior. 
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You don’t want your router to disconnect your telnet session if it has been idle for some time. Which command can 
you use to configure this behavior? 

Select the best answer. 

  A. exec-timeout 
  B. idle-timeout 
  C. disconnnect-time 
  D. dispatch-timeout 
  E. logout-warning 

Which command is used in interface configuration mode of a Cisco Catalyst 2950 to specify that a port is connected 
to an end device? 

Select the best answer. 

  A. switchport access host 
  B. switchport access end-node 
  C. switchport mode access 
  D. switchport mode end-node 
  E. switchport nonegotiate 

Question 28CCNA Crash Quiz

Question 29CCNA Crash Quiz

Answer: C 
Explanation C: This is the correct command. The switchport mode access command configures a switch port for 
a host, which will be accessing network resources. The switchport mode command has an option trunk, which is 
used to specify that the port is connected to another switch, and should be used as a trunk. 

Answer: A 
Explanation A: This command is used to specify the idle time after which telnet connections (and some other 
connections, such as console) will be disconnected. It takes two parameters -minutes and seconds before the 
session is disconnected. If both parameters are set to 0, the session is never disconnected. The no exec-timeout 
command has the same effect. 
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You are monitoring the STP operation of your switch. Which of the following port states would allow traffic to be 
examined and addresses to be learned? 

Select the best answers. 

  A. Listening 
  B. Learning 
  C. Blocking 
  D. Forwarding 
  E. Disabled 

 

You are configuring your router. You have altered the configuration and saved it to NVRAM; however, you decide to 
make a backup copy of the configuration used to start the router. You want to do this so that you can revert to it. 
Which command can you use? 

Select the best answer. 

  A. copy tftp running-config 
  B. copy tftp startup-config 
  C. copy running-config tftp 
  D. copy startup-config tftp 
  E. copy flash tftp 

Question 30CCNA Crash Quiz

Question 31CCNA Crash Quiz

Answers: B, D  
Explanation B: An interface in Learning state prepares to participate in frame forwarding. This interface won’t 
forward frames, however, it will be learning addresses from received frames. BPDUs will be examined. 
Explanation D: An interface in Forwarding state will forward frames. In addition, this interface will learn 
addresses from frames it receives. BPDUs will be examined. 

Answer: D  
Explanation D: This is the correct command. This command will copy the configuration file used to start the 
router to a TFTP network location. 
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You want to be able to see information about packets being rejected by an access list that you have implemented. 
What do you need to do to accomplish this? 

Select the best answer. 

  A. Include the remark keyword in the access-list statement. 
  B. Include the tos keyword in the access-list statement. 
  C. Include the precedence keyword in the access-list statement. 
  D. Include the log keyword in the access-list statement. 
  E. Include the fragments keyword in the access-list statement. 

You are configuring one of the FastEthernet interfaces of a Cisco Catalyst 2950 switch. Which of the following values 
can be used as parameters of the speed command? 

Select the three best answers. 

  A. auto 
  B. 10 
  C. 100 
  D. 1000 
  E. full 

Question 32CCNA Crash Quiz

Question 33CCNA Crash Quiz

Answer: D 
Explanation D: The log keyword is used to instruct the router to create log entries for every packet that is evaluated 
by the access-list. This can generate very large volumes of data, so this keyword needs to be used sparingly. 

Answers: A, B, C 
Explanation A: This is a valid value for the speed command. Speed auto configures the switch port for automatic 
detection of connection speed. 
Explanation B: This is a valid value for the speed command. Speed 10 configures the switch port for a fixed 
connection speed -10 Mbps. 
Explanation C: This is a valid value for the speed command. Speed 100 configures the switch port for a fixed 
connection speed -100 Mbps.
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When designing your LAN, you need to select a device that would allow you to perform microsegementation. 
Which device would you use? 

Select the best answer. 

  A. Hub 
  B. Repeater 
  C. Bridge 
  D. Switch 
  E. Router 

You are designing a network that needs to support 200 users. You don’t plan to extend the segment beyond the 
current number of users. Which subnet mask would best meet your needs? 

Select one answer. 

  A. 255.0.0.0 
  B. 255.224.0.0 
  C. 255.255.0.0 
  D. 255.255.255.0 
  E. 255.255.255.200 

 

Question 34CCNA Crash Quiz

Question 35CCNA Crash Quiz

Answer: D 
Explanation D: This network mask would best meet your needs, as it allows for 254 hosts in a single segment. 

Answer: D
Explanation D: Switches are devices that are used to perform microsegmentation due to the fact that they can have 
considerably higher port density than other network devices, and that they are able to create separate collision 
domains (segments). With microsegmentation it is possible that a single device is connected in each collision domain.
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You are designing a network for an organization that needs 150,000 IP addresses. Assuming that the company will 
use a single IP network address space, which IP address class would you choose for this organization’s network? 

Select the best answer. 

  A. Class A 
  B. Class B 
  C. Class C 
  D. Class D 
  E. Class E 

Your organization is using the 192.168.1.0 address space. You will need 60 subnets. What subnet mask would you 
use for hosts in these subnets? 

Select one answer. 

  A. 192.168.1.255 
  B. 192.168.255.60 
  C. 255.255.255.192 
  D. 255.255.255.224 
  E. 255.255.255.252 

Question 36CCNA Crash Quiz
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Answer: A 
Explanation A: Class A networks allow for an IP address space of more than 16 million IP addresses. Class B would 
not suffice here, as it provides for only 65,534 addresses. 

Answer: E
Explanation E: This mask allows for 6 subnet bits in the fourth octet, which is enough to accommodate 64 subnets.
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Your company uses the 172.16.0.0/16 address space. You need to plan the address space for equal-sized subnets 
with no more than 1,022 users in each subnet. How many subnet addresses would you have at your disposal? 

Select the best answer. 

  A. 6 
  B. 8 
  C. 64 
  D. 128 
  E. 256 

You are designing an access list that will block all user IP traffic from a specific client computer to any host. 
Which number will you use for this access list? 

Select the best answer. 

  A. 75 
  B. 205 
  C. 355 
  D. 675 
  E. 815 

Answer: C
Explanation C: You need to use the 8 bits from the fourth octet, and borrow an additional 2 bits from the third 
octet to accommodate 1,022 users (1,024 addresses). Now you have 6 bits in the third octet, and this allows for 62 
subnets (2^6). 

Answer: A 
Explanation A: Access lists with numbers 1-99 and 1,300-1,999 are standard IP access lists. When any IP traffic 
from a specific host or group of hosts needs to be permitted, or denied, a standard IP access list is the best solution. 

Question 38CCNA Crash Quiz
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You are designing an access list to block IP traffic from host with IP address 10.1.1.10 to any other host. 
Which command(s) would you use? 

Select the best answer(s). 

  A. access-list 1 deny 10.1.1.10 255.255.255.255 
  B. access-list 2 deny 10.1.1.10 0.0.0.0 
  C. access-list 3 permit any access-list 3 deny 10.1.1.10 
  D. access-list 4 deny any access-list 4 permit 10.1.1.10 

You are designing an access list to filter traffic from a specific client application running on UDP port 68 to a specific 
server application running on port 67 between any two hosts. Which command(s) will you use? 

Select the best answer(s). 

  A. access-list 101 deny udp host 68 udp host 67 
  B. access-list 102 deny udp any any gt 67 
  C. access-list 103 deny udp any eq 68 any eq 67 
  D. access-list 104 deny udp any any eq 67 access-list 104 deny udp any any eq 68 
  E. access-list 105 deny udp any eq 67 any access-list 105 deny udp any eq 68 any 

Question 40CCNA Crash Quiz

Question 41CCNA Crash Quiz

Answer: C 
Explanation C: This is the correct command. It denies any UDP traffic sourced from any host from port 68 and sent 
to any host to port 67. In essence, this would disable DHCP client to server traffic.

Answer: B 
Explanation B: This is the correct syntax. The wildcard bits (reverse address mask) containing four zeroes specify 
that only the particular address will be denied access. The wildcard bits can be skipped in this example, because 
the single host wildcard bits are implicit. 
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You are designing a large IP internetwork. You need to select a routing protocol. To conserve network bandwidth, 
you need a protocol that will be able to periodically transmit only changes in its routing table. The protocol should 
provide for unequal path cost load balancing. Which protocol would you select? 

Select the best answer. 

  A. RIP 
  B. OSPF 
  C. IGRP 
  D. EIGRP 
  E. IS-IS 

You are designing an internetwork. For dial-up links, you want to use a protocol that provides for authentication, 
compression, and multilink capabilities. Which protocol would you use? 

Select the best answer. 

  A. HDLC 
  B. SDLC 
  C. Frame Relay 
  D. PPP 
  E. SLIP 

Answer: D 
Explanation D: EIGRP transmits its full routing table only once, and it then periodically transmits changes only. 
In addition, EIGRP is able to provide unequal cost path load balancing.

Answer: D
Explanation D: The PPP protocol is a widely used WAN protocol that provides for modular configuration by means 
of the so-called Link Control Protocol, and Network Control Protocol. These protocols allow for “add-ons” to the PPP 
protocol, one of which is authentication. Compression and multilink are other extensions of the PPP protocol. 

Question 42CCNA Crash Quiz
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You are designing an internetwork. You need to select routing protocols that support classless routing. 
Which routing protocols can be used in your design? 

Select the three best answers. 

  A. RIP v.1 
  B. RIP v.2 
  C. IGRP 
  D. OSPF 
  E. EIGRP 

You are designing an internetwork for an organization that needs 50,000 IP addresses. Assuming that the company 
will use a single IP network address space, which IP address class would you choose for this organization’s network? 

Select one answer. 

  A. Class A 
  B. Class B 
  C. Class C 
  D. Class D 
  E. Class E 

Question 44CCNA Crash Quiz

Question 45CCNA Crash Quiz

Answers: B, D, E 
Explanation B: One of the major differences between RIP v.1 and RIP v.2 is that RIP v.2 is classless. RIP v.2 carries a 
subnet mask field in packets it sends, and it is no more limited to standard classes, or directly connected networks. 
Explanation D: The OSPF protocol is a classless routing protocol. LSA packets that the OPSF process uses carry 
information about network address, subnet mask, and interface status. 
Explanation E: EIGRP is a successor to IGRP, and as such, uses classless routing. IGRP and EIGRP can easily be 
integrated to work together (by means of redistribution).

Answer: B 
Explanation B: Class B allows for 65,534 addresses within the internal network, so this address class would be 
sufficient for this company’s network. A single Class C would not suffice.
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Your organization is using the 10.0.0.0 address space. You will need 550 subnets. What subnet mask would you use 
for hosts in these subnets? 

Select the best answer. 

  A. 10.550.0.0 
  B. 10.0.0.550 
  C. 255.255.0.0 
  D. 255.255.128.0 
  E. 255.255.192.0 

You are designing a switched LAN. How will an Ethernet switch improve network performance? 

Select the two best answers. 

  A. Switches create separate broadcast domains within your internetwork. 
  B. Switches separate collision domains. 
  C. Switches forward traffic selectively. 
  D. Switches propagate electric signals faster than any other network device. 
  E. Switches are able to amplify electric signals, while other devices cannot. 

Question 46CCNA Crash Quiz

Question 47CCNA Crash Quiz

Answers: B, C 
Explanation B: This is one of the most important functions a switch performs. By separating collision domains, 
switches maximize media utilization as network devices can transmit frames with less (or no) possibility of a 
collision taking place within their own collision domain. 
Explanation C: This is another important reason why switches provide for better performance. By selectively 
forwarding traffic, switches guarantee that no unnecessary traffic is propagated out from ports to devices that are 
not intended recipients.

Answer: E 
Explanation E: This subnet mask would allow for 10 subnet bits (8 from the second octet, and 2 from the third), 
which can be used for 1,024 subnets. This accommodates the 550 subnets required. 
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You are designing a network that needs to support 120 users. Which subnet mask would best meet your needs? 

Select the best answer. 

  A. 255.0.0.0 
  B. 255.224.0.0 
  C. 255.255.255.128 
  D. 255.255.255.0 
  E. 255.255.255.120 

 

 

You are designing an access list that will block TCP traffic to a specific application using port 25. Which number will 
you use for this access list? 

Select the best answer. 

  A. 25 
  B. 31 
  C. 101 
  D. 201 
  E. 876 

 

Question 48CCNA Crash Quiz

Question 49CCNA Crash Quiz

Answer: C
Explanation C: This network mask would best meet your needs, as it allows for 126 hosts in a single segment. 
Under some circumstances, and depending on the IP network that you are given, you may need to use the ip 
subnet-zero command on Cisco routers to use this mask.

Answers: C 
Explanation C: Access lists with numbers 100-199 are used for extended IP access lists. Extended IP access lists 
allow the use of complex criteria for filtering traffic. This might include source and destination TCP or UDP ports, 
precedence, TCP session state, and many more.
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You are designing an access list to filter TCP traffic from a host with an IP address of 192.168.1.1 to any other host in 
the range of destination ports 200-400. Which command will you use? 

Select the best answer. 

  A. access-list 101 deny ip host 192.168.1.1any eq 200 
       access-list 101 deny ip host 192.168.1.1 any eq 400 
  B. access-list 102 deny tcp host 192.168.1.1 any eq 200 
      access-list 102 deny tcp host 192.168.1.1 any eq 400 
  C. access-list 103 deny tcp host 192.168.1.1 any gt 200 
       access-list 103 deny tcp host 192.168.1.1 any lt 400 
  D. access-list 104 deny tcp host 192.168.1.1 lt 400 
       access-list 104 deny tcp host 192.168.1.1 gt 200 
  E. access-list 105 deny tcp host 192.168.1.1 any range 200 400 

You are designing an IP internetwork. You heard about a routing protocol that utilizes an efficient fast convergence 
algorithm, called DUAL, and you decide to use this protocol. Which protocol will you select? 

Select the best answer. 

  A. RIP v.1 
  B. RIV v.2 
  C. IGRP 
  D. EIGRP 
  E. OSPF 

Question 50CCNA Crash Quiz

Question 51CCNA Crash Quiz

Answer: E 
Explanation E: This is the correct command -any traffic from host 192.168.1.1 to any server on ports 200-400 
will be denied. 

Answer: D 
Explanation D: EIGRP utilizes the DUAL algorithm, which uses two techniques that allow Enhanced IGRP to 
converge very quickly. 
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You are designing a network that needs to support 55 users. You don’t plan to extend the segment beyond the 
current number of users. Which subnet mask would best meet your needs? 

Select the best answer. 

  A. 255.0.0.0 
  B. 255.224.0.0 
  C. 255.255.255.128 
  D. 255.255.255.192 
  E. 255.255.255.120

You are designing an internetwork. In which of the following cases would you use a leased line in your design? 

Select the two best answers. 

  A. If you need a technology that provides for full mesh topologies 
  B. Hub and spoke topologies 
  C. As a backup of another link 
  D. For dial-up access 
  E. If you need bandwidths not exceeding switched analog line throughput 

Question 52CCNA Crash Quiz

Question 53CCNA Crash Quiz

Answers: B, C 
Explanation B: It is convenient to use leased lines in hub and spoke topologies. Typically, the spoke will have a 
set of point-to-point links (serial lines) to its hubs. Although this scenario lacks redundancy, this is a popular 
leased line design. 
Explanation C: Leased lines can be used in case a primary link (such as a high speed satellite link, or Ethernet 
link) goes down.

Answer: D 
Explanation D: This subnet mask supports 62 users per segment, which meets your needs. 
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You are designing a network for an organization that needs 205 IP addresses for their segment that is connected to 
the Internet. Assuming that the company will use a single IP network address space, which IP address class would 
you choose for this organization’s network? 

Select the best answer. 
 
  A. Class A 
  B. Class B 
  C. Class C 
  D. Class D 
  E. Class E 

Your company uses the 172.16.0.0/16 address space. You need to plan the address space for equal-sized subnets 
with no more than 1,022 users in each subnet. How many subnets can you have in your company’s network? 

Select the best answer. 

  A. 64 
  B. 128 
  C. 1,024 
  D. 2,048 

Question 54CCNA Crash Quiz

Question 55CCNA Crash Quiz

Answer: C 
Explanation C: Class C allows for only 254 addresses per subnet, which is enough according to this 
question’s requirements.

Answer: A 
Explanation A: 64 subnets require 6 bits, as 10 bits are used in the third and fourth octet for host addresses, and 
they allow for 1,022 host addresses (1,024 addresses in total). 
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You are designing an access list that will block all user IP traffic from a client subnet. Which number will you use for 
this access list? 

Select the best answer. 

  A. 9 
  B. 355 
  C. 624 
  D. 833 
  E. 1,003 

 
You are designing an access list that needs to block any IP traffic to a specific host with the IP address 172.16.1.1. 
Which command would you use? 

Select the best answer. 

  A. access-list deny any 172.16.1.1 
  B. access-list deny 172.16.1.1 any 
  C. access-list 103 deny ip any 172.16.1.1 255.255.255.255 
  D. access-list 104 deny ip any host 172.16.1.1 
  E. access-list 105 permit ip any any access-lsit 105 deny ip any host 172.16.1.1 

Question 56CCNA Crash Quiz

Question 57CCNA Crash Quiz

Answer: A 
Explanation A: Access lists with numbers 1-99 and 1,300-1,999 are standard IP access lists. When IP traffic sourced 
from a specific host, or group of hosts, needs to be permitted or denied, a standard IP access list is the best solution. 

Answer: D 
Explanation D: This is the correct command. It would deny any IP traffic from any host to the host with 
IP address 172.16.1.1.
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You are designing a network that needs to support 28 users in a single segment. You don’t plan to extend the segment 
beyond the current number of users. Which subnet mask would best meet your needs for hosts? 

Select the best answer. 

  A. 255.0.0.0 
  B. 255.224.0.0 
  C. 255.255.255.128 
  D. 255.255.255.224 
  E. 255.255.255.192 

Your organization is using the 172.16.0.0/16 address space. You will need 150 subnets. What subnet mask would 
you use for hosts in these subnets? 

Select the best answer. 

  A. 172.16.100.0 
  B. 172.16.100.100 
  C. 255.255.0.0 
  D. 255.255.248.0 
  E. 255.255.255.0 

Question 58CCNA Crash Quiz

Question 59CCNA Crash Quiz

Answer: E 
Explanation E: This subnet mask allows for 8 subnet bits in the third octet, which can accommodate 256 subnets. 
Thus, the mask above meets the requirements for 150 subnets.

Answer: D 
Explanation D: This subnet mask supports 30 users per segment, which meets your needs. It uses the last 5 bits 
from the fourth octet for host addresses. 
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Your company uses the 172.16.0.0 address space. You need to plan the address space for equal-sized subnets with 
50 users in each subnet. How many subnets will you have given these requirements? 

Select the best answer. 

  A. 256 
  B. 512 
  C. 768 
  D. 1,024 
  E. None 

You are designing an access list that will block UDP traffic to a specific application that uses port 69. Which number 
will you use for this access list? 

Select the best answer. 
 
  A. 69 
  B. 169 
  C. 369 
  D. 869 
  E. 876 

Question 60CCNA Crash Quiz

Question 61CCNA Crash Quiz

Answer: D 
Explanation D: 1,024 networks would take 10 bits (8 from the third octet and 2 borrowed from the fourth). 
This leaves 6 bits for host addresses, which can accommodate up to 62 hosts (64 addresses in total). 

Answer: B 
Explanation B: Access lists with numbers 100-199 are used for extended IP access lists. Extended IP access lists 
allow using a complex criteria for filtering traffic, such as source and destination TCP or UDP ports, precedence, 
TCP sessions state, and more. 
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You are designing an access list to block IP traffic from any host that resides on the 192.168.1.0/24 network to the 
host with the IP address 192.168.2.2. Which command would you use? 

Select the best answer. 
 
  A. access-list 101 permit ip network 192.168.1.0 host 192.168.2.2 
  B. access-list 102 deny ip host 192.168.1.0 host 192.168.2.2 
  C. access-list 103 deny ip 192.168.1.0 255.255.255.0 host 192.168.2.2 
  D. access-list 104 deny ip 192.168.1.0 0.0.0.255 host 192.168.2.2 
  E. access-list 105 deny ip 192.168.1.0 0.0.0.255 192.168.2.2 255.255.255.255 

You are designing a remote access solution for your company’s sales personnel. Which client side technologies can 
you use to provide these users with the ability to dial-in to the company network? 

Select the two best answers. 

  A. Leased line 
  B. Frame relay 
  C. Analog modem connectivity 
  D. ISDN 
 

Answer: D 
Explanation D: This is the correct command. It uses wildcard bits, and not a subnet mask, to mask the last octet of 
the 192.168.1.0 network. It also denies connectivity to the specified host. 

Answers: C, D 
Explanation C: This is a legacy technology, but due to its wide availability it is still a popular technology. Analog 
connectivity is not meant to provide high speed links. It is also not intended for voice or video traffic, but it can be 
used for most business applications including Web access. 
Explanation D: ISDN BRI can be used as a dial-up technology. ISDN guarantees link parameters, so this 
technology is suitable for a variety of business and multimedia applications. As a result, ISDN lines are becoming a 
standard method for remote access. 

Question 62CCNA Crash Quiz

Question 63CCNA Crash Quiz
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What is the main role of LAN segmentation? 

Select the best answer. 

  A. It allows for stackable switches. 
  B. It divides users contending for bandwidth into separate segments. 
  C. It is meant to efficiently forward TCP segments. 
  D. It is a security measure. 

You are connecting your Cisco-based Internetwork to a service provider. Which data-link protocol would you use to 
connect to this service provider if it uses non-Cisco equipment? 

Select the best answer. 

  A. HTTP 
  B. FTP 
  C. PPP 
  D. HDLC 
  E. ARP 

Question 64CCNA Crash Quiz

Question 65CCNA Crash Quiz

Answer: C 
Explanation C: The PPP protocol is a very popular WAN data-link protocol that allows for communications in a 
heterogeneous environment.

Answer: B 
Explanation B: LAN segmentation allows a limited number of users to fully utilize the bandwidth of a segment, or 
even a single user to be connected to each segment.
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Which of the following metrics are used by the IP RIP protocol? 

Select the best answer. 

  A. Ticks 
  B. Hops 
  C. Load 
  D. Reliability 
  E. Delay 

Which of the following protocols is meant to provide redundant, error free user data delivery? 

Select the best answer. 

  A. IP 
  B. ICMP 
  C. IGMP 
  D. UDP 
  E. TCP 

Question 66CCNA Crash Quiz

Question 67CCNA Crash Quiz

Answer: B 
Explanation B: The IP RIP protocol uses hops as its metric. Hops basically represent the number of routers a packet 
needs to traverse to reach the final destination.

Answer: E 
Explanation E: The TCP protocol, which runs atop of IP, is the protocol that is commonly used for reliable 
data transmission.
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When is an inbound access list applied to a packet? 

Select the best answer. 

  A. Before the router makes a routing decision 
  B. After the router makes a routing decision 
  C. Immediately before the router buffers the packet to the selected outbound interface 
  D. Immediately before the router sends the packet out the selected interface 

Starting with a default configuration, you assign an IP address to a serial interface, and then issue the no shutdown 
command. Immediately following, both the interface and the line protocol go up. What data-link protocol is this 
interface using? 

Select the best answer. 
 
  A. LAPB 
  B. LAPD 
  C. HDLC 
  D. PPP 
  E. SDLC 

Question 68CCNA Crash Quiz

Question 69CCNA Crash Quiz

Answer: A 
Explanation A: Inbound access lists are applied immediately upon packet reception on the interface, on which the 
inbound access list is applied. If the packet is permitted, then it is processed further, and if not, it is dropped. 

Answer: C 
Explanation C: HDLC is a popular Cisco proprietary data-link protocol. This protocol is used as a default 
encapsulation protocol on the serial interfaces of Cisco routers.
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What are Application Specific Integrated Circuits (ASICs) used for in Cisco switches? 

Select the best answer. 

  A. ASICs are used for fast frame switching. 
  B. ASICs are used as main computer memory. 
  C. ASICs are used for event logging in Cisco routers. 
  D. ASICs are used as storage devices. 
  E. ASICs are used for out-of-band management. 

Which type of memory is used to buffer packets? 

Select the best answer. 

  A. Flash 
  B. ROM 
  C. rommon 
  D. PCMCIA 
  E. RAM 

Answer: E 
Explanation E: RAM memory is used as a temporary buffer for packets, which are to be processed by the router or 
switch. Another portion of RAM is used for the running IOS image, as well as for processes, such as routing processes.

Answer: A 
Explanation A: ASICs in Cisco switches are used as a fast implementation of switching functions by means of low 
level circuit logic.

Question 70CCNA Crash Quiz
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What is the order of evaluation for access-list statements? 

Select the best answer. 

  A. The access list is evaluated from the top to the bottom. 
       The most specific match is taken into consideration. 
  B. The access list is evaluated from the bottom to the top. 
       The most specific match is taken into consideration. 
  C. The access list is evaluated from the top. 
       If any match is found, no more statements are evaluated. 
  D. The access list is evaluated from the bottom. 
       If any match is found, no more statements are evaluated. 
  E. The access list is evaluated for an exact match. 
       If an exact match is found, the packet is permitted; if not -the packet is denied. 

Which of the following is an advantage of store-and-forward switching in comparison to cut-through switching? 

Select the best answer. 

  A. Store-and-forward switching is faster. 
  B. Store-and-forward switching requires less memory on the switch. 
  C. Store-and-forward switching is compatible with third-party devices. 
  D. Store-and-forward switching supports IP. 
  E. Store-and-forward switching is able to check frame integrity before forwarding the frame. 
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Answer: C 
Explanation C: This is correct. Access-list evaluation starts from the top, but often, it won’t reach the bottom. The first 
statement to which the packet matches is taken into consideration, and any subsequent statements are ignored. 

Answer: E 
Explanation E: As the frame check sequence (FCS) is located in the frame trailer, only store-and-forward switching 
is able to perform such checks as it buffers the whole frame before sending it. 
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Which of the following WAN protocols provides for user authentication as a part of the protocol itself? 

Select the best answer. 

  A. SLIP 
  B. HDLC 
  C. ATM 
  D. Frame Relay 
  E. PPP 

Which of the following standards specifies the Logical Link Control sublayer of the data link layer? 

Select the best answer. 

  A. 802.1 
  B. 802.2 
  C. 802.3 
  D. 802.5 
  E. 802.11 
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Answer: E 
Explanation E. The PPP protocol supports a variety of authentication methods, such as PAP, CHAP, MS-CHAP 
(v1 and v2), EAP, and LEAP. This makes the protocol suitable for user dial-up connections.

Answer: B 
Explanation B : The IEEE 802.2 protocol specifies the Logical Link Control sublayer of the data link layer. It defines 
connectionless and connection-oriented services provided by this layer. 802.2 does not specify a network media 
access technology, and is media independent. 
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You need to connect non-ISDN equipment to the ISDN network. What device do you need to use to perform 
this connection? 

Select the best answer. 

  A. Hub 
  B. Bridge 
  C. Switch 
  D. Terminal adapter 
  E. Proxies 

What is the main function of the OSI network layer? 

Select the best answer. 

  A. Put signals on the wire 
  B. Generate and use user data 
  C. Guarantee delivery and application communication 
  D. Addressing and routing 
  E. Provide access to network services 
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Answer: D 
Explanation D: The network layer provides addressing. IP addressing is an example of network layer addressing. 
Other functions performed by the network layer are routing (in accordance with addressing) and packet 
fragmentation (takes into consideration the MTU). 

Answer: D 
Explanation D: These devices are used to connect existing analog equipment to the ISDN network. They usually 
provide RS-232, V.35, or Ethernet interfaces on the non-ISDN-capable side. 
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What tool can you use to troubleshoot the OSI transport layer? 

Select the best answer. 

  A. ping 
  B. show cdp neighbors 
  C. Digital Multimeter 
  D. Protocol Analyzer 
  E. traceroute 

You are troubleshooting a connectivity problem on a Windows 2000 system. Which native command can you use to 
display the IP address of the system? 

Select the best answer. 

  A. route 
  B. ifconfig 
  C. ipconfig 
  D. netstat 
  E. show ip interface 
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Answer: D 
Explanation D: Protocol analyzers are usually software drivers and modules, which provide the option of 
capturing, viewing, analyzing, storing, and generating network packets. These devices cover a broad range of OSI 
layers, starting from the data-link layer, up to the application layer. 

Answer: C 
Explanation C: ipconfig is the native Windows 2000 utility used to display IP configuration information. It will 
show IP addresses, subnet masks, default gateways, DNS and WINS servers, NetBIOS node types, and other 
configuration information. This utility does not allow you to modify IP configuration information, but can be used 
to renew and release DHCP leases.
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A user is able to ping any device in her subnet; however, she is unable to ping any remote devices. Other users 
within the same subnet are able to ping remote devices. What is the most likely problem? 

Select the best answer. 

  A. The workstation IP address is not correct. 
  B. The workstation network mask is not correct. 
  C. The workstation default gateway is not correct. 
  D. The workstation Web proxy server is not correct. 
  E. The default gateway is down. 

You are performing password recovery of a 2900 switch. How can you boot the switch and make it ignore its 
current configuration? 

Select the best answer. 

  A. Press Ctrl-Break while booting. 
  B. Press Ctrl-C while booting. 
  C. Type ignore while booting. 
  D. Press the Mode button and power on the switch. 
  E. Pull out all the network cables from the switch and restart it. 

Answer: C 
Explanation C: This is the most likely reason for the problem. As the user is able to ping other devices on the 
subnet, she probably has the correct IP address and subnet mask configured. The most likely reason for the 
inability to send frames outside the segment is an incorrect default gateway. 

Answer: D 
Explanation D: This is the correct way of interrupting the switch. The Mode button must be pressed, then the 
switch is turned on, and the Mode button needs to be held until port initialization starts.
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You are troubleshooting routing problems. You want to see a list of routes generated by the RIP protocol. Because 
your routing table is huge, you don’t want to see any routes from other routing protocols. Which command will you use? 

Select the best answer. 

  A. show ip protocols 
  B. show ip local policy 
  C. show ip route 
  D. show ip route rip 
  E. show running-config

You are performing troubleshooting at the network layer. Which of the following protocols and technologies do you 
need to include? 

Select the two best answers. 

  A. IEEE 802.2 
  B. LLC 
  C. IP 
  D. ICMP 
  E. UDP 
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Answers: C, D 
Explanation C: The IP protocol is a typical network layer protocol It provides features such as addressing, routing, 
fragmentation, and best effort delivery. 
Explanation D: ICMP is the diagnostic and control protocol of the Internet Protocol. Although ICMP does not 
provide for routing, addressing, and fragmentation, it sits on top of IP and provides network diagnostic functions, 
so it is still considered a network layer protocol.

Answer: D 
Explanation D: This is the correct command that displays only this portion of the IP routing table, which has been 
generated by the RIP protocol.
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You are performing password recovery on a Cisco Catalyst 2950 switch. You interrupt the boot process and manually 
initialize the flash filesystem. Which file name do you need to manipulate to complete the recovery procedure? 

Select the best answer. 

  A. vlan.dat 
  B. info 
  C. info.ver 
  D. config.text 
  E. env_vars 

You are troubleshooting a spanning-tree problem with one of your Catalyst 2950 switches. Which single command 
will you use to display a list of blocked ports? 

Select the best answer. 

  A. show running-config 
  B. show vlan 
  C. show spanning-tree blockedports 
  D. show spanning-tree pathcost method 
  E. show spanning-tree bridge 
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Question 85CCNA Crash Quiz

Answer: D 
Explanation D: This file contains the switch configuration file. It should be renamed to make the switch boot with 
an empty configuration.

Answer: C 
Explanation C: This command displays a list of ports that the spanning-tree protocol has put into blocking state. 
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You are troubleshooting a connectivity problem on a Windows 2000 system. Which native command can you use to 
display the subnet mask of the system? 

Select the best answer. 

  A. ipconfig 
  B. ifconfig 
  C. netstat 
  D. nbtstat 
  E. route 

You are troubleshooting a spanning-tree problem with one of your Catalyst 2950 switches. Which command will 
you use to display PortFast status? 

Select the best answer. 

  A. show interface status 
  B. show interfaces trunk 
  C. show vlan 
  D. show spanning-tree interface fa 0/1 portfast 
  E. show spanning-tree pathcost method 
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Answer: A 
Explanation A: ipconfig is the native Windows 2000 utility used to display IP configuration information. It will 
show IP addresses, subnet masks, default gateways, DNS and WINS servers, NetBIOS node types, and other 
configuration information. This utility does not allow you to modify IP configuration information, but can be used 
to renew and release DHCP leases. 

Answer: D 
Explanation D: This is the correct command. It displays per switch port information about PortFast, whether it is 
enabled or disabled.
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A user is unable to ping devices in her subnet, and she is unable to ping any remote devices. Other users within 
the same subnet are able to ping each other, as well as remote devices. Which of the following are valid reasons 
for this problem? 

Select the three best answers. 

  A. The workstation Web proxy server is not correct. 
  B. The default gateway is down. 
  C. The workstation IP address is not correct. 
  D. The workstation network mask is not correct. 
  E. The workstation default gateway is not correct. 

You are troubleshooting IGRP problems. You want to be able to see routing updates as they are being sent to 
neighbor routers, and you want to see each specific network that is being advertised. Which command can you use? 

Select the best answer. 

  A. debug ip protocols 
  B. debug ip policy 
  C. debug ip packets 
  D. debug ip igrp transactions 
  E. debug ip igrp events 

Question 88CCNA Crash Quiz
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Answers: C, D, E 
Explanation C: This is a likely reason for the problem. As the user is unable to ping other devices on the subnet, she 
most likely has an incorrect IP address and subnet mask configured. It is possible that the default gateway 
is incorrect, as well. 
Explanation D: This is a likely reason for the problem. As the user is unable to ping other devices on the subnet, 
she most likely has an incorrect IP address and subnet mask configured. It is possible that the default gateway 
is incorrect, as well. 
Explanation E: This is a likely reason for the problem. As the user is unable to ping other devices on the subnet, she 
most likely has an incorrect IP address and subnet mask configured. It is possible that the default gateway 
is incorrect, as well. 

Answer: D 
Explanation D: This is the correct command that will cause information about IGRP routing updates to be 
displayed. Both updates sent to neighbors, and updates received from neighbors will be displayed.
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When performing troubleshooting at the application layer, which of the following protocols and technologies do 
you need to include? 

Select the two best answers. 

  A. IEEE 802.5 
  B. IP 
  C. UDP 
  D. FTP 
  E. SMTP 

 
A user workstation is able to ping any host within its subnet, including its default gateway. However, no remote host 
is accessible. You try to ping remote hosts from this workstation’s default gateway, and they are unreachable. What 
is the most likely problem? 

Select the best answer. 

  A. The workstation IP address is not correct. 
  B. The workstation network mask is not correct. 
  C. The workstation default gateway is not correct. 
  D. The router has its IP address to the local subnet misconfigured. 
  E. The router is not properly configured for IP routing. 
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Answer: E 
Explanation E: This is the most likely reason for the problem. All the local devices are able to communicate with 
each other. This includes the router local interface. They are unable to access remote hosts, however, and the 
router is also getting messages that remote hosts are unreachable. It is most likely that the router does not have a 
route for the remote network, which is to say that the router is misconfigured. 

Answers: D, E 
Explanation D: The FTP protocol, used for file transfers, is a typical application level protocol. It uses user data 
(files), and it transfers this data over the network, leaving the user unaware of network processes such as 
segmentation, fragmentation, addressing, encapsulation, and media access. 
Explanation E: The SMTP protocol is probably the most popular protocol for transferring Internet e-mail. This 
protocol is a good example of an application level protocol. It takes user data (an e-mail message), and transfers 
it over the network, leaving the user unaware of network processes such as segmentation, fragmentation, 
addressing, encapsulation, and media access. 
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You are troubleshooting a VLAN problem on a Cisco 2950 switch. Which command will you use to display a list of all 
the VLANs on the switch and their associated ports in human-readable format? 

Select the best answer. 

  A. show interface vlan 
  B. show interface status 
  C. show running-config 
  D. show vlan 
  E. more flash:vlan.dat 

You are troubleshooting routing in your internetwork. Which command can you use to see the routing table 
on a router? 

Select the best answer. 

  A. show ip route 
  B. show running-config 
  C. show ip local policy 
  D. show ip protocols 
  E. show ip rip database 
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Answer: D 
Explanation D: This is the correct command. It displays a list of VLANs, their numbers, names, and status, as well 
as port assignments. 

Answers: A 
Explanation A: This command will display only the IP routing table, which has been generated by dynamic routing 
protocols and static routes. This command is often used when performing routing protocol troubleshooting. 
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A remote host is running a Web service. Although you are able to ping the remote host, you are unable to connect 
to the Web service using your browser. What is the most likely reason for this problem? 

Select the best answer. 

A. Your IP address is incorrect. 
B. The remote host IP address is incorrect. 
C. An access list along the path is blocking HTTP traffic. 
D. Your subnet mask is incorrect. 
E. The subnet mask of the remote host is incorrect. 

You are performing password recovery on a Cisco 2600 series router. You interrupt the boot process and enter 
rommon mode. To what value would you set the configuration register to make the router ignore NVRAM 
configuration on startup? 

Select the best answer. 

A. 2100 
B. 2101 
C. 2102 
D. 2142 
E. 5101 

Answer: C 
Explanation C: This is the most likely reason for the problem. As you are able to ping the remote host, everything 
at the network layer, including IP addresses, subnet masks, and routing should be fine. However, at the application 
layer, an access list might block traffic. 

Answer: D 
Explanation D: This is the correct configuration register value, which makes the router ignore the contents of 
NVRAM and use an empty configuration file for the running configuration. 
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